123_506 SignCryption

Midterm exam on the 14-th of April. Registration:
Firstname in the students list

Medina

P

Sign and Encrypt or Encrypt and Sign ??
To ensure message confidentiality, authenticity and integrity.
ElGamal Encryption and Schnorr Signature.
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1. h=Hce)
2. Ver(Fullg, s, , C)=True
3 Dec(P-kyy c)=m.

p = 264043379, g=2

>> x=randi(p-1)

x = 30634143
>>a=mod_exp(g,x,p)
a=193219330

>> y=randi(p-1)
y = 127785403
>> b=mod_exp(g,y,p)
b =261066476

ElGamal Ewcry/)’h’om

+ —remdi (P—1) >> m=777888

_ + m = 777888
EF=m Vﬁﬂd IP >> t=randi(p-1)

D =at meod D t= 43164139
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E=m-a%wmod p >> t=randi(p-1)

s t= 43164139
:D = g; /’V)U%/ P >> a_t:mod_eXp(a;t:p)
c=(¢ :D) a_t=99889152
C ) >> E=mod(m*a_t,p)

E=151142235
>> D=mod_exp(g,t,p)
D =199602063

Schnotr Q/L;]énﬁ Ture >> u=randi(p-1)

5 =
c 9 E , D u= 146721989
£ >> r=mod_exp(g,u,p)

‘U)o— ramdi (P-1) = 156600857

>> h=hd28('E=151142235,D=199602063,r=156600

u
=g maﬁ/ P 857')
B s 9 h= 18127646
b H(E, D) LR

~ q _ h= 219051386

5 —-=<U + Y h)"”m{@ ‘Q Z> s=mod(u+yh,p-1)

4 - (r“, <) s = 101729997
——

e=(5D) 5= o ny_ vy pig= b

Pri pogi %Pm Sion >> h=hd28('E=151142235,0=199602063,r=156600857')
, ! h= 18127646
? — r. b Mﬂ‘ﬂ/ /b
>>g s=mod_exp(g,s,p)
g_s=126520362

>>b_h=mod_exp(b,h,p)
b_h=243911860
>>rb_h=mod(r*b_h,p)
rb_h=126520362

_ >>b_h=mod_exp(b,h,p)
To dind D " vovd P = D Mﬂﬂ//O b_h = 243911860
| >>rb_h=mod(r*b_h,p)

" = E- .D W OC{ [9 Lki_h 126520362

>> pmlmx=p-1-x

pmlmx = 233409235

>>D _pmlmx=mod_exp(D,pmlimx,p)

D _pmlmx=56127130

>>

>>mm=mod(E*D_pmilmx,p)

mm = 777888
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